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I ntroduction

Contingency planning involves more than planning for amove off Ste after a disaster destroys a deta
centre. It aso addresses how to keep an organisation’s critical functions operating in the event of
disruptions, both large and smal. This broader perspective on contingency planning is based on the
digribution of computer support throughout an organisation. The contingency planning process

involves the following steps:
Identifying the misson- or business-critical functions,
Identifying the resources that support the critical functions,
Anticipating potential contingencies or disagters,
Sdecting contingency planning Srategies,
Implementing the contingency drategies, and

Tedting and revisng the Srategy.
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| dentifying the Mission- or Business-Critical Functions

Protecting the continuity of an organisation’s misson or business is very difficult if it is not dearly
identified. Managers need to understand the organisation from a point of view that usudly extends
beyond the area they control. The definition of an organisation’s criticd misson or business
functionsis often caled a business plan.

Since the devdopment of a business plan will be used to support contingency planning, it is
necessary not only to identify critica missons and businesses, but o to st priorities for them. A
fully redundant capability for each function is prohibitively expengve for most organisations. In the
event of a disaster, certain functions will not be performed. If appropriate priorities have been set
(and gpproved by senior management), it could mean the difference in the organisation’s ability to
survive a disagter.
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| dentifying the Resour ces That Support Critical Functions

After identifying criticd missons and business functions, it is necessary to identify the supporting
resources, the time frames in which each resource is used (e.g., is the resource needed congtantly or
only a the end of the month?), and the effect on the misson or business of the unavailability of the
resource. In identifying resources, a traditiona problem has been that different managers oversee
different resources. They may not redise how resources interact to support the organisation’s
mission or business. Many of these resources are not computer resources. Contingency planning
should address dl the resources needed to perform a function, regardiess whether they directly
relate to a computer.

The andysis of needed resources should be conducted by those who understand how the function is
performed and the dependencies of various resources on other resources and other critical
relationships. This will dlow an organisation to assign priorities to resources since not dl eements of
al resources are crucid to the critical functions.

Human Resour ces

People are perhaps an organisation’s most obvious resource. Some functions require the effort of
gpecific individuas, some require specidised expertise, and some only require individuals who can
be trained to perform a specific task. Within the information technology field, human resources
include both operators (such as technicians or system programmers) and users (such as data entry
clerks or information anayss).

Processing Capability

Traditiondly contingency planning has focused on processing power (i.e, if the data centre is down,
how can applications dependent on it continue to be processed?). Although the need for data centre
backup remains vitd, today's other processing aternatives are dso important. Local area networks
(LANS), minicomputers, workgtations, and personal computers in al forms of centralised and
distributed processing may be performing critica tasks.

Automated Applications and Data

Computer systems run applications that process data. Without current electronic versons of both
gpplications and data, computerised processng may not be possble. If the processing is being
performed on aternate hardware, the applications must be compatible with the dternate hardware,
operating systems and other software (including verson and configuration), and numerous other
technical factors. Because of the complexity, it is normaly necessary to periodicdly verify
compatibility. (See Testing and Revisng.)
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Computer-Based Services

An organisation uses many different kinds of computer-based services to perform its functions. The
two most important ae normdly communications sarvices and information  services.
Communications can be further categorised as data and voice communications, however, in many
organisations these are managed by the same sarvice. Information services include any source of
information outside of the organisation. Many of these sources are becoming automated, including
on-line government and private databases, news services, and bulletin boards.

Physical Infrastructure

For people to work effectively, they need a safe working environment and appropriate equipment
and utilities. This can include office space, hesting, cooling, venting, power, water, sawage, other
utilities, desks, telephones, fax machines, persond computers, terminas, courier services, file
cabinets, and many other items. In addition, computers aso need space and utilities, such as
electricity. Electronic and paper media used to store applications and data also have physica
requirements.

Documents and Papers

Many functions rely on vita records and various documents, papers, or forms. These records could
be important because of a lega need (such as being able to produce a signed copy of a loan) or
because they are the only record of the information. Records can be maintained on paper,
microfiche, microfilm, magnetic media, or optica disk.
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Anticipating Potential Contingenciesor Disasters

Although it is impossible to think of dl the things that can go wrong, the next sep is to identify a
likely range of problems. The development of scenarios will help an organisation develop a plan to
address the wide range of things that can go wrong.

Scenarios should include small and large contingencies. While some generd classes of contingency
scenarios are obvious, imagination and creetivity, as well as research, can point to other possible,
but less obvious, contingencies. The contingency scenarios should address each of the resources
described above. The following are examples of some of the types of questions that contingency
Scenarios may address:

Human Resour ces: Can people get to work? Are key personnd willing to cross a picket line? Are
there critical skills and knowledge possessed by one person? Can people easily get to an dternative
gte?

Processing Capability: Are the computers harmed? What happens if some of the computers are
inoperable, but not al?

Automated Applications and Data: Has data integrity been affected? Is an gpplication
sabotaged? Can an application run on a different processing platform?

Computer-Based Services: Can the computers communicate? To where? Can people
communicate? Are information services down? For how long?

Infrastructure: Do people have a place to Sit? Do they have equipment to do their jobs? Can they
occupy the building?

Documents/Paper: Can needed records be found? Are they readable?
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Selecting Contingency Planning Strategies

The next step is to plan how to recover needed resources. In evaluating aternatives, it is necessary
to congder what controls are in place to prevent and minimise contingencies. Since no set of
controls can cogt-effectively prevent al contingencies, it is necessary to co-ordinate prevention and
recovery efforts.

A contingency planning strategy normaly condsts of three parts. emergency response, recovery,
and resumption. Emergency response encompasses the initid actions taken to protect lives and limit
damage. Recovery refers to the steps that are taken to continue support for critica functions.
Resumption is the return to normal operations. The relationship between recovery and resumption is
important. The longer it takes to resume norma operations, the longer the organisation will have to
operate in the recovery mode.

The sdlection of a Strategy needs to be based on practica consderations, including feasibility and
cost. The different categories of resources should each be considered. Risk assessment can be used
to help estimate the cost of options to decide on an optima drategy. For example, is it more
expensve to purchase and maintain a generator or to move processng to an dternate Ste,
conddering the likdihood of lodng eectricd power for various lengths of time? Are the
consequences of aloss of computer-related resources sufficiently high to warrant the cost of various
recovery strategies? The risk assessment should focus on areas whereit is not clear which strategy is
the best.

In developing contingency planning strategies, there are many factors to consder in addressing each
of the resources that support critical functions.

Human Resour ces

To ensure an organisation has access to workers with the right skills and knowledge, training and
documentation of knowledge are needed. During a mgor contingency, people will be under
ggnificant stress and may panic. If the contingency is a regiond disagter, ther first concerns will
probably be their family and property. In addition, many people will be ether unwilling or unable to
come to work. Additiond hiring or temporary services can be used. The use of additiond personnel
may introduce security vulnerabilities.

Contingency planning, especidly for emergency response, normaly places the highest emphasis on
the protection of human life.
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Processing Capability

Strategies for processng capability are normdly grouped into five categories. hot Ste; cold Ste;
redundancy; reciproca agreements; and hybrids. These terms originated with recovery srategies for
data centres but can be gpplied to other platforms.

Hot ste - A building dready equipped with processing capability and other services.
Cold gte - A building for housing processors that can be easily adapted for use.

Redundant dte - A dte equipped and configured exactly like the primary dte. (Some
organisations plan on having reduced processng capability after a disaster and use partid
redundancy. The stocking of spare persona computers or LAN servers aso provides some
redundancy.)

Reciproca agreement - An agreement that alows two organisations to back each other up.
(While this gpproach often sounds dedrable, contingency planning experts note tha this
aternative has the greatest chance of failure due to problems keeping agreements and plans up-
to-date as systems and personnel change.)

Hybrids - Any combinations of the above such as usng having a hot Ste as a backup in case a
redundant or reciproca agreement Site is damaged by a separate contingency.

Recovery may include severad dages, perhaps marked by increasing availability of processng
capability. Resumption planning may include contracts or the ability to place contracts to replace
equipment.

Automated Applications and Data

Normaly, the primary contingency strategy for gpplications and data is regular backup and secure
off dte storage. Important decisions to be addressed include how often the backup is performed,
how often it is stored off-gite, and how it is trangported (to storage, to an dternate processing Site,
or to support the resumption of normal operations).

Computer-Based Services

Service providers may offer contingency services. Voice communications carriers often can re-route
cdls (transparently to the user) to a new location. Data communications carriers can dso re-route
traffic. Hot Stes are usualy capable of receiving data and voice communications. If one service
provider is down, it may be possible to use another. However, the type of communications carrier
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logt, either locd or long distance, isimportant. Loca voice service may be carried on cdlular. Loca
data communications, especidly for large volumes, is normaly more difficult. In addition, resuming
normal operations may require another re-routing of communications services.

Physical Infrastructure

Hot stes and cold Sites may aso offer office space in addition to processing capability support.
Other types of contractua arrangements can be made for office space, security services, furniture,
and more in the event of a contingency. If the contingency plan cdls for moving off ste, procedures
need to be developed to ensure a smooth trangtion back to the primary operating fecility or to a
new facility. Protection of the physica infrastructure is normaly an important part of the emergency
response plan, such as use of fire extinguishers or protecting equipment from water damage.

Documents and Papers
The primary contingency strategy is usudly backup onto magnetic, optica, microfiche, paper, or

other medium and off Ste Storage. Paper documents are generaly harder to backup than eectronic
ones. A supply of forms and other needed papers can be stored off Site.
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| mplementing the Contingency Strategies

Once the contingency planning strategies have been selected, it is necessary to make appropriate
preparations, document the strategies, and train employees. Many of these tasks are ongoing.

Much preparation is needed to implement the strategies for protecting critica functions and their
supporting resources. For example, one common preparation is to establish procedures for backing
up files and gpplications. Another is to establish contracts and agreements, if the contingency
drategy cals for them. Existing service contracts may need to be re-negotiated to add contingency
services. Another preparation may be to purchase equipment, especidly to support a redundant

capability.

It is important to keep preparaions, including documentation, up-to-date. Computer systems
change rapidly and so should backup services and redundant equipment. Contracts and agreements
may aso need to reflect the changes. If additiond equipment is needed, it must be maintained and
periodicaly replaced when it is no longer dependable or no longer fits the organisation’'s
architecture.

Preparation should dso include formally designating people who are responsible for various tasks in
the event of a contingency. These people are often referred to as the contingency response team.
This team is often composed of people who were a part of the contingency planning team.

There are many important implementation issues for an organisation. Two of the most important are
how many plans should be developed and who prepares each plan. Both of these questions revolve
aound the organisation's overdl drategy for contingency planning. The answers should be
documented in organisation policy and procedures.

How Many Plans?

Some organisations have just one plan for the entire organisation, and others have a plan for every
distinct computer system, agpplication, or other resource. Other approaches recommend a plan for
each business or mission function, with separate plans, as needed, for critica resources.

The answer to the quedtion, therefore, depends upon the unique circumstances for each
organisation. But it is critica to co-ordinate between resource managers and functiona managers
who are respongble for the misson or business.

Who Preparesthe Plan?

If an organisation decides on a centraised gpproach to contingency planning, it may be best to name
a contingency planning co-ordinator. The co-ordinator prepares the plans in co-operation with
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various functiond and resource managers. Some organisations place respongbility directly with the
functional and resource managers.

Documenting

The contingency plan needs to be written, kept up-to-date as the system and other factors change,
and dtored in a safe place. A written plan is critical during a contingency, especidly if the person
who deveoped the plan is unavaladle. It should clearly state in smple language the sequence of
tasks to be performed in the event of a contingency so that someone with minima knowledge could
immediately begin to execute the plan. It is generdly helpful to store up-to-date copies of the
contingency plan in severd locations, including any off-gte locations, such as dternate processng
stes or backup data storage facilities.

Training

All personnd should be trained in their contingency-related duties. New personned should be trained
as they join the organisation, refresher training may be needed, and personned will need to practice
their ills

Training is particularly important for effective employee response during emergencies. There is no
time to check a manud to determine correct procedures if there is afire. Depending on the nature of
the emergency, there may or may not be time to protect equipment and other assets. Practice is
necessary in order to react correctly, especiadly when human safety isinvolved.
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Testing and Revising

A contingency plan should be tested periodicaly because there will undoubtedly be flaws in the plan
and in its implementation. The plan will become dated as time passes and as the resources used to
support critical functions change. Responghility for keeping the contingency plan current should be
specificaly assgned. The extent and frequency of testing will vary between organisations and among
systems. There are severd types of testing, including reviews, andyses, and Smulations of disasters.

A review can be a smple test to check the accuracy of contingency plan documentation. For
indance, a reviewer could check if individuds lised are il in the organisation and 4ill have the
responghilities that caused them to be included in the plan. This test can check home and work
telephone numbers, organisationd codes, and building and room numbers. The review can
determineif files can be restored from backup tapes or if employees know emergency procedures.

An andysis may be performed on the entire plan or portions of it, such as emergency response
procedures. It is beneficid if the anadlyss is performed by someone who did not help develop the
contingency plan but has a good working knowledge of the critical function and supporting
resources. The andyst(s) may mentaly follow the drategies in the contingency plan, looking for
flawsin the logic or process used by the plan's developers. The analyst may aso interview functiona
managers, resource managers, and their staff to uncover missing or unworkable pieces of the plan.

Organisations may aso arrange disaster smulations. These tests provide vauable information about
flaws in the contingency plan and provide practice for a rea emergency. While they can be
expendve, these tests can dso provide critical information that can be used to ensure the continuity
of important functions. In generd, the more critical the functions and the resources addressed in the
contingency plan, the more cost-beneficid it isto perform adisaster smulation.
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Summary and Checklist

I dentify critical functions

Review business plans

Review project plans

Examine roles and responghilities
Userisk andyss

I dentify critical resources

Classes of resource:;

- Human resources

- Physcd infrastructure

- Documents and Papers

- Applications and data

- Computer hardware and operating systems
- Printersand print queues

- E-mall fadlities

- LAN accessfacilities

- Hos accessfacilities

- Remote accessfacilities

Determine time frames for each resource
Liaise with other managers

I dentify potential contingencies or disasters

Access to Ste, key personnd, picket lines

Computer damage, partid failure

Data integrity, application sabotage, other platforms

Data communications, voice communications, services failures
Office pace, equipment availability, building safety

Access to records, readability, security

Select contingency planning strategies

Protect lives, limit damage
Continued support for critica functions
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Resumption of norma operations
Test after every full or partid restore

I mplement the contingency strategies

Establish procedures, contracts and agreements
Maintain up-to-date documentation

Desgnate gaff

Create and secure the plan

Train regular and reserve Steff

Test and revise regularly
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Documentation and check lists

Critical resourceslist

Human resources

Physicd infragtructure

Documents and papers

Applications and data

Computer hardware and operating systems
Printers and print queues

E-mail facilities

LAN accessfacilities

Host access facilities

Remote access facilities

Key personnel contact list

System adminigtrators

Computer operators

Key users

Saff with unique skills

Disagter contingency team members

Check lists

Disaster assessment
Disaster recovery
Sdvage
Restoration

Equipment documentation

Servers and hosts

Workstations

Printers

Cabling system and active components
Power supply
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Softwar e documentation

Hogt operating systems and utilities
Server operating systems and utilities
Workgtation operating systems
Applications (packaged and bespoke)
Access control ligts

Key data documentation

Host-based data
Server-based data
Workstation-based data
Mobile computer data

Procedures

Backup (and restore!)

Virus control and recovery
Workdtation failure

Saver falure

Hog falure

Network infrastructure falure
Power falure
Communicaionsfailure

Creeping disaster monitoring

Disk space

Network traffic

Number and type of users
Number and type of applications
Workgtation configuration changes
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